
ISSN:2791-1322(Online)                                                                             JNCBAE Volume1, Issue1 (Jan-March 2022) 

ISSN:2791-1314(Print) 

 

Hammad Raza,Et al Jncbae ,V1 I1,pp24-29 (Jan-March 2022) 

IoT Based Cyber-Physical System in Automobile Devices with Dew Computing 

Architecture 

Hammad Raza1 Salman Muneer2 Muhammad Amjad*  

1Department of computer science.BZU,Multan 

2,3National Collegege of Business Administration & Economic,Lahore 

3amjad@ncbae.edu.pk 

 

 

Abstract-The idea that exists on the control of the internet acknowledges that the appliances and systems that have been 

examined will only work within a standard integrated generic system, such as cyber systems and appliances that operate as 

internet connections. While post-cloud architecture has most key relationships to edge computing, this study concentrates on the 

architecture of dew computing, which expands this notion to include a particular architecture external source. The implementation 

of dew computing in cyber-physical Systems that allow internal appliances and smart systems that communicate information with 

the environment are always autonomous from other external systems or work in a further complicated, integrated cyber-physical 

system. This study goals to demonstrate an architecture for applying cyber-physical system dew computing to build new features 

and services and compare them with other comparable architectures. 
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1 Introduction  

A cloud server is a virtual server that operates in a cloud environment (instead of a physical server). It is built, hosted 

and provided through the internet via a cloud computing platform and is remotely accessible. The terms virtual servers 

and host virtualization are often used interchangeably. An autonomous cloud server has all the necessary software 

installed and is completely independent.In general, the cloud is used to refer to several web-based servers that are 

available on a subscription basis. Cloud services can cover everything from web hosting, data storage, and sharing to 

the usage of software or apps.Cloud can also mean cloud computing, where numerous servers are connected to share 

the burden. This means that complex tasks can be dispersed across numerous smaller computers instead of a single 

powerful system.Federated storage clouds are one of the benefits of cloud storage. Due to the dispersion of data, the 

cloud is particularly resistant to failures. Cloud usage reduces the generation of various file versions via shared access 

to documents, files, and data. 

Edge servers are powerful computers on the edge of a particular network where data calculation is required. They are 

physically close to the systems or applications that create or utilize the data on the server. Data centres are mostly 

heavily networked, although they also feature large storage centres. Thus, it is necessary to have this combination, have 

enough on-site storage even with hot-swappable data, pull your data, or transmit your data via Wi-Fi, 4G, or high-

speed internet to the cloud.These are the problems solved by our edge servers. We provide high connection, high 

calculation, storage capacity, or at least variable storage capacity for processing needs of this kind.Data centres are 

mostly heavily networked, although they also feature large storage centres. With IoT advancement, conventional 

notions of the automotive industry are fundamentally altering. Predictive maintenance, 3G/4G/5G enabled Wi-Fi, 

Car2Car connectivity and enhanced fleet administration are just a few examples of how IoT technologies shape the 

new automotive era. If you are ready to discover your spot, take a close look at how IoT alters business in the 

automobile industry. 

IoT-based complex technologies cover electronics, software, sensors, actuators and networking devices. Sophisticated 

algorithms and the pace IoT and automotive technologies grow at first glance could worry you. But you don't have to 

worry. Be at the forefront of significant transformations in the industry.An edge device is a technology that monitors 

data flow at the edge of two networks. Depending on its hardware, edge devices provide various tasks, but most of 

them work as network entry and departure points. Edge devices facilitate the flow of data inside the network via a 

number of functions including transmission, routing, processing, monitoring, filtering, translation, and storage. 

Companies and suppliers that deal with both enterprises and services often employ edge devices. 

The importance of cutting-edge gadgets has been increased by cloud computing and the Internet of Things (IoT), 

which leads to the need to develop more intellect, computing authority and progressive network services. 

Smart appliances include mobile phones, tablets, and other electronic appliances that can connect to a number of 

different networks and appliances over a variety of wireless protocols, such as Bluetooth, ZigBee, NFC, Wi-Fi, and 

LiFi. A smartphone, automobile, thermostat, doorbell, lock, and other types of tech like these are smart wristbands, 

keychains, rings, armbands, and even bags, purses, and backpacks. There is little doubt that intelligent machines are 

extremely crucial as well. 
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      The Internet of Things refers to the expanding number of intelligent devices, ranging from smart devices to 

smartphones/tablets to wearable devices that talk at all times to each other. Although smartphones were the innovators 

driving initial growth, firms that manufacture healthcare goods have rapidly used the technology and expanded the 

Internet of Things.In recent decades, intelligent home systems have gained enormously as they improve comfort and 

quality of life. Microcontrollers and smartphones control most smart home systems. A smartphone application is 

utilized using wireless communication techniques to control and monitor domestic functions. Explore the smart home 

concept by integrating its services and cloud computing, by incorporating intelligence into sensors and actuators, by 

connecting smart devices with the appropriate technology, by facilitating cloud computing interactions with smart 

devices for easy access in various places. Increasing computational power, storing space and improving the efficiency 

of data interchange Smart home delivers safety, energy efficiency, low cost of operation and convenience. Installation 

of intelligent products offers time, money and energy savings. These systems are adaptable to the changing needs of 

the inhabitants of the homes. Its infrastructure is, in most cases, flexible enough to be integrated with a variety of 

devices from various suppliers and standards. 

2 Related work 

The number of applications has increased rapidly in recent years, and IoT appliances are now being implemented in 

numerous states. These IoT appliances are associated to third-party networks and are typically designed to hack and 

leak information to private users. The end-user does not usually know how these devices work and so cannot detect 

unauthorized communication. The technology will be used to visualise the activities of IoT devices.[1] 

Wireless communication is a significant Internet of Things technology (IoT). Because of its open landscape, a wireless 

system's physical layer is a importance for an opponent whose objective is to upset the usual operation of the system. 

Jamming assaults is one of the simplest and most successful attack methods: the system's flow of information is 

interrupted or badly interrupted. In this research, we suggest a strategy for improving the robustness of jamming 

systems based on DSSS approaches.[2]   

      As many devices, communications channels and media utilized to construct the network, security and privacy are 

the main issues. Power requirements, media and storage are also necessary. This difficulty becomes more crucial when 

we measure this with different devices running on different operating systems and sensors. To handle information 

security, this is more necessary. IoT is more humane, and any error or breach of protection can lead to death and 

significant calamities. This paper discussed security issues that are crucial and crucial for users to take care of and 

control the user's privacy.[3]  

The assaults and vulnerabilities of cyber-physical systems (CPS) are on the increase, and the effects of such attacks 

might be disastrous. CPS demands a precise autonomous and prompt risk mitigation model that can analyze and 

evaluate the CPS risk and implement a correct reaction strategy to the continuing attacks. The self-protection of the 

cyber hazards in the CPS is limited. This study contributes to enhanced safety ways to autonomously address assault 

throughout the CPS, with or without an administrator in the troubleshooting loop that can be safeguarded when a 

warning about suspected intrusion is raised.[4]  

Future Cyber-Physical Systems (CPS) are predicted to be extremely intelligent, electric and linked, for example, smart 

cities, collaborative robotics, self-driving cars, and transportation systems. CPS education and research are going to be 

significantly affected by the introduction of these new elements, as the UN has set a deadline of 2030 to meet the 

Sustainable Development Agenda. To do so, we first undertook a trend-scoring activity, which seeks to uncover 

possible elements influencing CPS education and research to a large extent.[5]  

There are several advantages to the coupling of artificial intelligence and cyber-physical systems (CPSs). CPSs and 

artificial intelligence are explored to boost their usage in the construction industry based on prior research. The design 

of a CPS indoor measuring and control system for smart buildings is based on four modules: detection, control, 

execution and communication. A tiny control unit is used as an agent, and the multi-agent system (MAS) model 

connects human neurons to obtain independent and flexible access to information.[6]  

The term "smart cities" is gaining popularity every day. There are now several nations implementing cities of the future 

to meet the sustainable development threshold proposed by international experts. The smart town is a technologically 

improved place that understands the world to improve living conditions by analyzing data. The intelligent cities' 

technology infrastructure includes the Wireless Sensor Network (WSN), the IoT, RFID and 6G. The machine learning 

and data analysis role cannot be disregarded together with the technology. Smart cities collect enormous amounts of 

data through monitoring devices and sensors. Big data analysis is one of the critical technologies for improving 

intelligent urban infrastructure.[7]  

Meteorological irregularities have become a primary cause of health severity for people with asthma. In the research 

presented, a CPS is being suggested to study the relationship between meteorological and health properties in the dew-

cloud. Weather elements including rain, snow, wind, and hail have a significant impact on daily living for many 
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Americans, which is why this project focuses on the relationship between weather elements and health issues. The 

deployment of IoT-assisted intelligent sensors has a direct or indirect influence on human health.[8]  

Dew computing is a challenging study subject that must demonstrate its impact on parallel and distributed computing 

sensor data. In this research, a computer-based dew cloud framework has been presented to address the efficiency of 

the Internet of Things dew computing. It is, thus, beneficial to have crowdsourcing paradigms since they allow people 

to collect and assess billions of pieces of information at a lower cost.[9] 

The majority of attention has been directed to the production of systems that are both safe and intelligent, and that are 

able to identify and responding to a broad variety of problems. A few of research approaches are Deep Learning 

Approach [10], An Adaptive Approach [11], Hybrid Computational Approach [12], Supervised Machine Learning 

Algorithm [13], Deep Extreme Learning Machine [14,15,16], Machine Learning Techniques [17,18], Bio-inspired 

Neuro-Fuzzy [19], Fuzzy Inference System [20, 21], and Attention Mechanism [22] which opened a new era for the 

researchers.  

 

3 Architecture  

The CPSoS and IoT dew computing solution was focused on distributed and networking computing aspects, including 

the following: 

• Smart modules and Internet of Things (IoT) sensors, actuators, and embedded chips, etc. 

• Smart automobile, such as cars, buses, and ambulances. 

• Edge devices such as home connectivity, television and storage systems etc. 

• Edge servers including home personal computers and servers, cloud servers, mobile base station servers. 

• Cloud servers that offer IaaS, PaaS and SaaS, where data exchanged and executed in integrated applications. 

Figure.1 Present the architectural layers that integrate the dew computing concept in CPS and IoT. The smart modules 

are linked to the physical world. 

This includes appliances such as wearable sensors and internet of things devices that are battery-operated and 

transportable. They link to the higher-level low energy radio communication technologies to conserve energy use, even 

if it causes them to connect to the PAN instead of using a device such as a cell phone. 

The next phase consists of intelligent vehicles that communicate the dew computing level. These appliances are at the 

edge of the network and do not require a continuous internet connection. Their purpose is to connect and collect 

sensitive data from IoT devices for end-users, handle the information and regulator the actuators and other 

systems.Sometimes these devices might also include human user interfaces to monitor and control human beings. In 

the central portion of the design, edge devices with a constant connection to the internet are installed at a crossroads 

between lower intelligent devices and IoT modules or between the upper edge and cloud servers.They communicate to 

the bottom elevation, including 3G, 4G and associated devices, through local area networks (LAN) or radio area 

network (RAN). LAN and RAN versions with better speed can be exploited to communicate to the upper layer.On the 

basis of the cloud and edge servers, there are the foundation tiers of the fourth and fifth orders. This wide-ranging high-

speed network serves as a medium for communication between them (WAN). 
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Figure 1IoT Based Cyber-Physical System in Automobile Devices with Dew Computing Arch. 

 

  4 Benefits of proposed Dew Computing architecture  

Dew Computing's objective is to fully recognize human and peripheral/environmental interactions in the full 

integration of CC and FC paradigms. Dew technologies must collaborate effectively to solve this trouble. The reasons 

for this are limited calculation capacity and less effectiveness for Internet use. Dew-Computing should therefore act 

like self-organisms that are analogous to living instances in our environment. As Dew computing are space-based, 

most of their active life is expected not to be linked to the internet. They should therefore work near other Dew devices 

via short-range communication. 

5 Conclusion  

This research has demonstrated an architecture for communication and computation using dew computing to build CPS 

and IoT devices. The lowest layer consists of autonomous, small battery-operated wearables or gadgets. Communicate 

information with adjacent intelligent devices. Because smart appliances are not dependent on other systems and the 

internet, they are the most basic kind of intelligence. The fundamental idea behind this strategy is to use the 

information supplied by IoT sensors to conduct autonomous functions using actuators. In order to operate in a 

connected environment, edge devices share information with other higher-layer systems, which in turn are known as 

CPSoS. If they do not offer autonomy, independence, and collaborative qualities, propose that the associated gadgets 

may only be regarded as edge devices. Dew computing is merely a computational layer close to IoT devices. This 

design was compared to other relevant documents, and fundamental factors that extract the functionality of dew 

computing are developed. This design has a substantial influence. Adding the capability to be self-directed, self-

directed capabilities, and other working features gives them an edge over standard edge computing systems and mobile 

edge, fog computing, and cloudlet systems. 
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